apiVersion: tekton.dev/v1beta1
kind: Task
metadata:
  name: check-raid-config
  namespace: your-namespace
spec:
  params:
    - name: infra-env
      description: Name of the infra-env
      type: string
    - name: rack-ns
      description: Namespace of rackvars
      type: string
      default: acm-config
    - name: bmc-user
      description: BMC User Name
      type: string
    - name: bmc-pass
      description: BMC Password
      type: string
    - name: pipeline-name
      description: Name of the pipeline
      type: string
  steps:
    - name: check-raid
      env:
        - name: infra-env
          value: $(params.infra-env)
        - name: rack-ns
          value: $(params.rack-ns)
        - name: bmc-user
          value: $(params.bmc-user)
        - name: bmc-pass
          value: $(params.bmc-pass)
        - name: pipeline-name
          value: $(params.pipeline-name)
      image: python:3.9-slim
      script: |
        #!/usr/bin/env python
        import requests
        import yaml
        import sys
        import os
        import subprocess

        # Disable SSL warnings
        requests.packages.urllib3.disable_warnings()

        # Initialize environment variables
        infra_env = os.environ['infra-env']
        rack_ns = os.environ['rack-ns']
        bmc_user = os.environ['bmc-user']
        bmc_pass = os.environ['bmc-pass']

        # Fetch BMC IPs from rack YAML
        rack_file_path = f"/path/to/rackfile/{infra_env}/{rack_ns}/rack.yaml"
        with open(rack_file_path, 'r') as rack_file:
            rack_data = yaml.safe_load(rack_file)
            machines = rack_data.get('machines', [])

        # Loop through each machine's BMC IP
        for machine in machines:
            bmc_ip = machine['bmc_ip']
            print(f"Checking RAID configuration for BMC IP: {bmc_ip}")

            # Define URLs
            session_url = f"https://{bmc_ip}/redfish/v1/SessionService/Sessions/"
            system_url = f"https://{bmc_ip}/redfish/v1/Systems/System.Embedded.1/Storage"

            # Create a session to get the X-Auth-Token
            response = requests.post(
                session_url, 
                verify=False, 
                headers={"Content-Type": "application/json"}, 
                json={"UserName": bmc_user, "Password": bmc_pass}
            )
            
            if response.status_code != 201:
                print(f"Failed to create session for {bmc_ip}: {response.status_code} {response.text}")
                sys.exit(1)

            token = response.headers.get("X-Auth-Token")
            session_id_url = response.headers.get("Location")

            print(f"X-Auth-Token: {token}")
            print(f"Session ID URL: {session_id_url}")

            # Use the token for subsequent requests
            auth_header = {"X-Auth-Token": token}

            # Fetch system storage information
            response = requests.get(system_url, headers=auth_header, verify=False)
            if response.status_code != 200:
                print(f"Failed to get storage information for {bmc_ip}: {response.status_code} {response.text}")
                sys.exit(1)

            storage_data = response.json()
            raid_count = 0

            # Check each storage controller for RAID configuration
            for member in storage_data.get('Members', []):
                controller_url = f"https://{bmc_ip}{member['@odata.id']}"
                controller_response = requests.get(controller_url, headers=auth_header, verify=False)
                if controller_response.status_code != 200:
                    print(f"Failed to get controller details for {bmc_ip}: {controller_response.status_code} {controller_response.text}")
                    sys.exit(1)

                controllers = controller_response.json().get('StorageControllers', [])
                for controller in controllers:
                    if "RAID" in controller.get('Name', ''):
                        raid_count += 1

            # Evaluate RAID configuration
            if raid_count == 1:
                print(f"Exactly one RAID disk found for {bmc_ip}.")
            elif raid_count == 0:
                print(f"No RAID disk found for {bmc_ip}. Failing the task.")
                sys.exit(1)
            else:
                print(f"Multiple RAID disks found for {bmc_ip}: {raid_count}. Failing the task.")
                sys.exit(1)

            # Delete the session after the operation is completed
            delete_response = requests.delete(session_id_url, headers=auth_header, verify=False)
            if delete_response.status_code != 200:
                print(f"Failed to delete session for {bmc_ip}: {delete_response.status_code} {delete_response.text}")
                sys.exit(1)
      resources: {}
